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Google is currently the world’s leading search engine and it provides a lot of powerful and useful
tools to its users. From email, to images, to maps, and the list goes on. One very important tool
for web administrators is the Webmaster Tools which allows website administrators and web
masters to perform certain tasks. Here, | am going to demonstrate how one could do a review of
their site if their site is blocked by Google due to hacker attacks.

This tutorial is designed for Web Masters and Web Administrators. It demonstrates the few steps
involved to request a review to a blocked site. Because Google is very critical and protective of its
users, any suspicious activity either by person or script is always monitored by its powerful
security systems. As a result, when a website is being compromised due to script injection or
illegal excess by hackers, Google’s automated security systems would quickly block the site from
displaying in major browsers such as Google Chrome or Firefox.

If you come across such cases and your company or organisation’s website cannot be accessed in
some browsers, follow the steps provided to put your site back online.

Firstly, one of the first signs to know that your site is being hacked or accessed illegally by
someone, you would see a warning page sent by Google, similar to the one below.

Reported Attack Page!
This web page at www SEESEEEDq has been reported as an attack page and
has been blocked based on your security preferences.

Attack pages try to install programs that steal private information, use your
computer to attack others, or damage your system.

Some attack pages intentionally distribute harmful software, but many are
compromised without the knowledge or permission of their owners.

Why was this page blocked?

Picture 1: Google's reported attack page
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As a web administrator, you would definitely want to know why the page is being blocked. Simply click the

button “Why was this page blocked?” to access few useful FAQs provided by Google.

Why was this page blocked?

When you click the button above, you should access the Diagnostic page for the website which has been

blocked.

Safe Browsing

Diagnostic page for g Advisory provided by Coc '8]@

What is the current listing status for q?
Site is listed as suspicious - visiting this web site may harm your computer.

Part of this site was listed for suspicious activity 5 time(s) over the past 90 days.

What happened when Google visited this site?

Of the 4 pages we tested on the site over the past 90 days, 2 page(s) resulted in malicious software being downloaded and installed without
user consent. The last time Google visited this site was on 2013-05-27, and the last time suspicious content was found on this site was on

2013-05-27.
Malicious software is hosted on 2 domain(s), including

This site was hosted on 1 network(s) including AS38009 i

Has this site acted as an intermediary resulting in further distribution of malware?
Cwver the past 90 days, ) appeared to function as an intermediary for the infection of 4 site(s) including |

Has this site hosted malware?
Mo, this site has not hosted malicious software over the past 90 days.

How did this happen?
In some cases, third parties can add malicious code to legitimate sites, which would cause us to show the warning message.

Next steps:

* Return to the previous page.
# [f you are the owner of this web site, you can request a review of your site using Guue information about the review
process Is available in Google’s Webmaster Help Center.

©2008 Google - Google Home

Picture 2: Diagnostic page showing the results of the website concerned

Now, if you scroll down towards the bottom of the page, you would see an option for Webmaster Tools.

Click this option to take you to Google’s Webmaster Tools. You got to have a Google account to access this

tool just like any other services provided by Google. Sign in using your Google account.

2 using Googld Webmaster Tools. [More information about the review

Google

Webmaster Tools

Improve your site's visibility in Google search results. It's free. Signin Coogle

Google Webmaster Tools provides you with detailed reports about your pages’ visibility on Google. To get i

started, simply add and verify your site and you'll start to see information right away. Learn mare »

Get Google's view of your site and diagnose problems Password
See how Google crawls and indexes your site and learn about specific problems we're having
accessing it.
L Discover your link and query traffic [ Stay signed in
View, classify, and download comprehensive data about internal and external links to your site :

with new link reporting tools. Find out which Google search queries drive traffic to your site

§ 7
and see exactly how users arrive there SiaiiiccHEs v Ik o

a Share information about your site

g Tell us about your pages with Sitemaps: which ones are the most important to you and how
often they change. You can also let us know how you would like the URLs we index to appear.

Picture 3: Accessing Google's Webmaster Tools by signing with Google account
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Once you log into Webmaster Tools using your account, you can now add the blocked site.

On the right side, you should see a button (usually Red) that has the name ADD A SITE. Click this button to
enter the address of the website that has been blocked.

+ArTech  Search Images Maps Play YouTube News Gmail Drive Calendar More ~

GO_ jgle + Share -

Webmaster Tools Help

I Home
Sort: By site health  Alphabetically

. = ADD A SITE
All Messages

Preferences

/ Manage site

» Labs No new messages or recent critical issues.

Other Resources

ADD A SITE

Enter the address to be reviewed

“" H ” . .
Enter the URL of a site you'd like to manage WWW.S'tename.Com and ClICk contlnue
I «— button

m e

Add a site

Click Continue button once done

Google will return a response similar to the one below. It will ask you to verify your ownership of the site.

+ArTech Search Images Maps Play YouTube MNews Gmail Drive Calendar More -

Google

Webmaster Tools

Verify your ownership of http:/hwww. Lpgl. Learn more

Recommended method Alternate methods

Recommended: HTML file upload
Upload an HTML file to your site.

1. Download this HTML verification file. [google5d8347e85d54845b.html]
2. Upload the file to http://www pg/

3. Confirm successful upload by visiting http:/fuwww. pg/google5dd347e85d54845b.html in your browser.
4. Click Verify below.

To stay verified. don't remove the HTML file, even after verification succeeds.
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Picture 4: Instructions from google to complete verification & review

Follow the instructions given by Google and complete the review. There are about 4 steps for you to
follow.

STEP 1: Click the link shown in step 1 to download the HTML file provided by Google. You will use this file
as a verification tool to verify the ownership of the site you’d like to fix.

Opening google5d8347e85d54845b.hitml x|

You have chosen to open

= google5d8347e85d54845b.html
which is a: Chrome HTML Document
from: https:/fwww.google.com

~What should Firefox do with this file?

i Open with IGnngIE Chrome (default) j

{* | Save File

[T Do this automatically for files like this from now on.

0K I Cancel

Select Save File (if using chrome) or similar function using other browsers from the pop-up to save file to
disc. Take note of where you saved the file so that you can go there later and upload this file onto the
server hosting the website you’re reviewing.

) Enter name of file to save to... -

el
OO ‘ i Comeuterts hd @]I Search nefcverify @‘
@

Organize =  MNew folder S

B Desktop ;I Name * | Date modified | Type | Size | |
4. Downloads

= le5d8347285d54845b 5/08/2013 11:18 AM Chi HTML Docu... LKB
=l Recent Places € ooogle & 105/ G e

7 Libraries
.3 Documents
& Music
|| Pictures

E Videos

_h Computer
& os@
 HP_RECOVERY (G:

“j MNetwork

=
Bl

Save as type: IChrcmE HTML Document

~ Foidefsl = §a\.-e = o |

%

Save the file to a location on your hard drive or pen drive.

Downloads Complete
; Al files have finished downloading.

Wait for it to finish download,
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Fle Edit View Triansfer Server Bookmarks Help

[A-FEEF eV E & E NN
| Host: Userniame: I Passward: I Part: I Cuickconnect I -
(Carnrnand: CLNT FileZilla ;I
Fesponse: 200 Moted.
(Command: OPTS UTFS OM
Response: 200 UTFS OPTS oM
Status: Connected v
Local site: | P: j Remote site: | fhttpdocs j
;I 1 anon_ftp ;I
) cgrbin
) enor_docs -
=
3 hittpdocs
e d s ﬂ L htnednes ﬂ
Filenamme | Filesize I Filetype: | Lastrne | Filename 7 | Filesize | Filetype | Last modified | Permigsior
o]
|#| google5df347e85d54845h himl 53 Firefox HTMLD...  5/06/2 | (CD. File Falder 16/05/2M3 26
[2) instructions.tut 448 Text Document 50652 | 1) File Falder FI0E/20M2 B4,
1] File Folder 16/05/2013 35
o> File Falder 16/05/2M3 25,
1] File Falder 16/05/2M3 25,
> File Falder 16/05/2M3 25
o> File Falder 16/05/2M3 25,
1] File Folder 16/05/2M3 35,
b 8.015  PHP Script a0/05/2M3 25,
b 10,507 PHP Script 30/05/2M3 25,
o) 8163 PHP Script 30/05/203 2.5
= 10,871 PHP Soript 16/05/2M3 26
= 16,319 SWF Movie  16/05/2013 3:5..
) 8.975 PHP Script 16/05/2M3 35
= 6,891 PHP Script 16/05/2M3 25, -
« | o |l | |‘I
2 files. Total size: 501 bytes 38 files and & directories. Total size: 341,382 bytes
Server/Local file | Direction | Hemate file | Size | Priority I Status |
Queued files Failed transfers (1) Successful transfers (2)

# & |Queus: empty @@

STEP 2: Now log onto the server with an FTP Program and upload the file you downloaded from Google in
step 1. Follow the instruction as specified by Google in their second step.

STEP 3: Confirm that you have successfully uploaded the file onto the root directory of the blocked website
by visiting the file you’ve just uploaded using the FTP program. Do this by clicking the link supplied
to you by Google in step 3.

You should see the verification file displayed in your browser.

If you get Google’s block message again, click the “Ignore this
warning” link at the bottom right of the window.

That should get you to the verification file.

& Ly, T 'googlebdd347edhdhd 1.:| = |7

Y- Google ;| #®

google-stte-vertfication: google 5d8347eE5d54 84 5b htnl
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Upload an HTML file to your site.

1. Download this HTML verification file. [google5d3347e85d54345b.html]

2. Upload the file to hitp/fwww oa/f

3. Confirm successful upload by visiting hitp./h .f.gg;'googIeﬁdaﬁz_l'\%eaﬁdﬁda-dﬁb.html in your browser.

4. Click Verify below.

To stay verified, don't remove the HTML file, even after verification succeeds.
VERIFY Not now

STEP 4: Click the VERIFY Button to complete the review process.

+ArTech Search Images Play Gmail Drive Calendar Translate

GO‘ fglﬁ‘ ArTech PN

Webmaster Tools Help ~

v

Congratulations, you have successfully verified your ownership of
http:/f g/,

Continue
If you did the process in separate times, you can log again to your account and from there, you should see

the verify button plus the thumbnail of the website you requested for review. Click the verify text link to
verify the step.

GO L JSIC + Share -

Webmaster Tools Help ~

Home
Sort:  Bysite health  Alphabetically = ADD A SITE

All Messages

Preferences b Manage site

» Labs No new messages or recent critical issues.

Other Resources

Pg Manage site

You don't have access to this site. Verify this site or ask a site owner to add you as a user. |- Verify

this site Today

NOTE: It is important that you do not remove the html file you uploaded to the root directory of your
website even after the verification succeeds.

For more Free tutorials, visit ://www.artech.com.pg/ and locate the Free Tutorials link to access the Tutorials.
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